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1o NPopUJIAKTUKE NMPECTYIJICHUH, COBEPIIAEMbIX C
HCIO0JIb30BaHUEM MH(POPMAUOHHO-TEJIEKOMMYHUKAIMOHHBIX
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HauboJsiee pacnpocTpaHeHHbIe CIIOCOObI JUCTAHIAOHHBIX
MOILIEHHUYECTB.

Kak He cTaTh :KepTBOM MOLIEHHUYECTBA.
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AHanmM3  KpUMHHOTEHHOM  OOCTaHOBKM Ha  TEPPUTOPUU  OOJIaCTH
CBHUJICTEJILCTBYET 00 yBenuueHUH B 2024 rogy KOJIMYECTBA 3apEeTUCTPUPOBAHHBIX
NPECTYIUICHUH,  COBEPIICHHBIX  C  HWCIOJIb30BaHHMEM  WH(OpMAIMmOHHO-
TeIEKOMMYHUKAIITMOHHBIX ~ TexHoyoruii  (maee —  UTT), cHwkeHuu
UX PACKPBIBAEMOCTH.

B 2024 rony na Tepputopun MBaHOBCKOM 001acTH 3aperucTpupoBano 4352

IOPECTYIUIEHUS,  COBEpPUIEHHBIX C  HCIOJb30BaHHEM  HH(OpPMAIMOHHO-
TEJICKOMMYHUKaAIlMOHHBIX TEXHOJIOTHH. "3 ob1iero KOJINYECTBA
3aperuCTPUPOBAHHBIX IIPECTYIIICHUI COCTaBIIIOT MOILICHHUYECTBA

(ct. 159 YK P®) — 2114, nHenpaBoMepHBIil AOCTYN K KOMIBIOTEPHON MH(pOpMAaIIU
(ct. 272 YK P®) — 374.

[Tog kuOEpPHpecTyNHOCTbIO TMOHMMAETCS HE3aKOHHAas  JeATEIbHOCTb,
B paMKax KOTOpPOH aTakyIOTCS KOMIIBIOTEpHBIE CETH, CMAapT(GOHBI U JApYyTue
ycTpoiicTBa. Hanbosiee yacTelii MOTUB — MoJydeHHe (PMHAHCOBOM MPpUOBLIH. J[J1s
3TOrO 3J0YMBIILIEHHUKH UCIOIb3YIOT HE TOJBbKO MH()POPMALUMOHHBIE TEXHOJIOTUH,
HO M METOJbl COIMAJIbHOM WHXEHEPUH, KOTJa YelOBEK T0OpPOBOJBHO IMepeaact
KOH(UEHIIMAIbHBIC JaHHBIE WKW TEPEBOAUT CBOM cOepexxeHus. Kpome Toro,
[ENIbI0 KHOepaTak MOXET OBITh BbIBEICHHE KOMIBIOTEPOB WM CETEH U3 CTPOSI —
U3 JTUYHBIX, KOMMEPUECKUX WU TOJUTUYECKUX TTOOYKICHHM.

[ToTepneBmMMHU OT KUOEPHPECTYIJICHUN SBISIOTCS TpakaaHe aOCONIOTHO
BCEX KaTEropwii, BKJIIOYas KaK COLUAIbHO-HE3alUIIEHHbIE CJIOM HaCeleHUs
(MHBaNHbl, TIEHCUOHEPbI, HECOBEPUICHHOJIETHUE), TaK U JIIOJM, 3aHUMAIOUINe
PYKOBOJSIIIIME TOCTHI B OpraHu3aluax (IpeanpusaTusax) Bcex (opM COOCTBEHHOCTH.

310yMBIILIEHHUKaMHU UCIIOIb3YIOTCS M30ILPEHHbIE CHOCOOBI
«BBIMAHMBAs» JICHEXKHBIX CpPEICTB,  JJs YEro MCHOJIb3YIOTCS pa3IMYHbIe
«JIETEHBI», MOCPEACTBOM H3JIOKEHUS KOTOPBIX OKAa3bIBAETCS IICUXOJIOTHYECKOE
BO3JICIICTBHE HA TPaXXJaH, KOTOpPHIE IOJ €ro BO3JECHCTBUEM BBIIOJIHSIOT BCE
KOMaH/Ibl 3JIOyMBIIIJIEHHUKOB. MHOrMe U3 MOTEPIEBIINX B JAJBHEUIIEM B XOJ€
OOLIEHUs] C COTPYAHUKAMH MPaBOOXPAHUTENbHBIX OpPraHOB COOOMIAIOT, YTO
JENUCTBOBAIIM IO/ TUITHO30M», B pe3yJibTaTe MpOo(ecCHOHATbHON MaHUMYJISLUN
CO CTOPOHBI IIPECTYITHUKOB.

B xoze coBepiieHus npecTyIIeHUui 3I0yMbIIUIEHHUKHA UCTIOIb3YIOT 3BOHKH
C  HOMEpOB, BH3yaJbHO  MpHUOIMKEHHBIX K  HOMEpaM  Tene(oHOB
IPaBOOXPAHUTENBHBIX OPraHOB, CIIYK0 OAHKOB (HAIIpUMep 3BOHKH B MECCEHIKEPAX
¢ Homepa + 900, Torma kak odunuansHeii HOMep CoOepa 900 u T.1.),
MIPEICTABIISIFOTCS OPUITUATHHBIMA JTUI[AMHU.

HauboJiee pacnpocTpaHeHHBIMHM CHOCO0AMM  MNPeCTYIUIEHMH  Ha
Cero/IHAINIHUI IeHb SIBJISIIOTCS:

1. CMC ot paboronarers.

[ToTepneBniemMy MOCTYMAET CMC COOOUIEHUE WIIH COOOIIEHNE B MECCEHIKEPE
oT paboTomaTesss 0 TOM, YTO C HUM B OJmiKaiiiiee BpeMsi CBsbKeTcst coTpyaHuk @Ch
WM UHOW OpraHu3alliy, CIeAyeT ¢ HUM Oo00IIaThCsl.
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[Tocme 3TOro moOTEpHEBIIEMY 3BOHUT COTPYAHHK C HWMEHEM YKa3aHHBIM
PYKOBOJUTENIIEM M COOOLIAeT O TMOMbITKAX MEpPeBOAa JIMYHBIX COEepexeHU
Ha MHOCTPaHHBIE cyeTa, (PUHAHCHPOBAaHKE TEPPOPU3MA U T.II.

B memsix mpecedeHusi MpECTyHHBIX ONEpaldii MOTEPIIEBIIETO YOEKIAIOT
npepBaTh TPAaH3aKIMKU MyTeM MEpeBOAa JCHEr (JUYHBIX HAKOIUICHWH WM IyTeM
B3SITHSI KPEIUTA) HA CUET, YKa3aHHBIN 37I0YMBIIUICHHUKAMH.

2. 310yMBIIIEHHUKY IPOoAatoT Baily KkBapTupy Win MalllnHy.

3BOHUBIIME TMPEACTABISIIOTCA MPEACTABUTEISAMHU CIYKObl 0€30MacHOCTH
KoMMepueckoro  Oanka, [Toc. ycmyr, llenTpampHoro  Oanka 10O
IPaBOOXPAHUTEIILHOTO OpraHa.

Coo01maroT 0 TOM, YTO NEPCOHAIbHBIE JAaHHBIE C JUYHOrO0 KaOMHETa YTEKIIN
U Ternepb MPEeCcTyIHUKH MOTYyT oT Baiero mmeHnu mpopatrh KBapTUpy, MalIUHY,
UCTIOJNB3YS DJIEKTPOHHOIN(POBYIO TOIMHUCH.

B mensix 3ammThl UMYIIECTBA CIEAYET CPOYHO €ro MpojaTh, MEPEBECTU
JIEHBI'M Ha «3aIUIIEHHBIN KaHaI, «0€30MaCHbIN CUET), KPE3EPBHYIO STUCHUKY.

3. IlepeBoa ieHeT Ha «OE30IACHBINA CUETY.

3BOHMBIIME  MPEJACTABISAIOTCS ~ JUOO  TPEICTABUTENSIMH  CITYXKOBI
O0e3omacHOCTH  KoMMepueckoro  Oanka,  llenTpampHoro  Oanka  a10O
IIPaBOOXPAHUTENBHOTO OpraHa U COOOIIA0T, YTO MOIIEHHUKH C HCIOJIb30BaHUEM
MEPCOHANIBHBIX JAHHBIX MOTEPIIEBIIECTO 0GOPMIISIOT KPEIUTHI B PA3IMUHBIX OaHKaX
U U1 TOro, YTOOBI TPENOTBPATUTH XHWIIEHHE JI€HEr ¢ OaHKOBCKOTO cueTa
HEO0OXOJMMO JIMYHBIE COEPEeKEeHUs] CPOUYHO TMEpPEeBECTH Ha «Oe30MacHbIC cueTay.
B xome nmanpHeiimero oOmEeHUS TOTEPIEBIIEMY COOOIAIOT O HEOOXOIMMOCTH
oopmIleHHs KPETUTOB U UX NepeBoia. Takxke 3aperucTpUpOBaHbI CITydau MPOoJaxu
HEJBMYKUMOCTH U TEPEBO/Ia MOILIEHHUKAM BBIPYYEHHBIX CPEJICTB.

CrnenyeT OTMETHTbH, YTO OOIIEHHE MOTEPIEBIIETO CO 3OYMBINIICHHUKAMH
ABJIIETCS JJIMTENbHBIM, B HEKOTOPBIX CIydasX OCYLIECTBIIETCS B TEUYECHUE
HECKOJIbKMX MECSIIEB, HCIOJb3yeTcsl Kak TenedoHHas CBsi3b, TaK W OOIICHHE
nocpeacTBoM MecceHmkepoB (Barcan, Baitbep, Tenerpam u 1.1.),

Kpome Toro, cienyer moMHUTB, YTO «O€30IACHBIX CYETOB» HE CYIIECTBYET,
a npeacrasurenu LlenTpanbHoro banka He ocylIeCTBISAIOT padoTy ¢ GPU3MUECKUMU
JULIAMH.

4. 3BOHOK 37TOYMBINIJICHHUKA TIOJT BUJIOM MOOUJIBHBIX OMEPaTOPOB, KOTOPHIC
COOOIAI0T, YTO CPOK JEWUCTBUS Balleil CUM-KapThl UCTEK JINOO MCTEKaeT, a AJis
€ro MpoJICHUS HEOOXOJUMO COOOIIMTH KO, KOTOPBIM MOCTYHMUT B CMC JIHOO
MPOUTH IO CChUIKE, HHAYE CUM-KapTa OyAeT 3a0JI0KHpOBaHa,

BaxxHo 3HaTh, UTO y CUM-KapThl HET CPOKa JACWCTBUS, COTOBBIE ONEPATOPbI
NEPEBBIMYCKAIOT CHUM-KapThl TOJBKO MO MpockOe moTpedureneil B ciayyae
¢bu3HIecKoro u3HOCa, MOTEPH, HEOOXOAMMOCTH JIPYroro dhopmMara.

BrinonauB TpeboBaHUs MOIIIEHHUKOB M COOOIIUB KOJ U3 CMC, JIMOO MPOois
10 cchUIKe BBl 0THaeTE B pyKH 3MTOYMBIIIIICHHUKOB JOCTYI B CBOW JINYHBIN KaOUHET
Ha caifTe omepaTopa CBSI3M, IIOCIE YEro MOIICHHUKH HMEIOT BO3MOXHOCTH
yCTaHaBIIMBATh Mepeaipecaluio COOOIEHUI Ha HYKHBI UM HOMED, YTO MO3BOJIUAT
CMEHHTb MapoJib OT MOOUIIBHOTO OaHKa M MOXUTUTH JCHEKHBIE CPEJICTBA.
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Btopass pa3HOBHIAHOCTh TaKMX MNPECTYIUICHWM - IOJYYEHHE B PE3yJIbTaTe
COOOIIEHUsI KOJa M3 CMC JIOCTyla K aKKayHTy «rOCyclyr», JalbHeulee
oopMIIEHUE 3asIBOK HAa KPEIUTHI B OaHKaX, MOJTYyYEHUE K MEPCOHATbHBIM JIaHHBIM,
TaKUM KaK CBEICHHUS O JOXO0/aX, HaTMuue OAHKOBCKUX CYETOB U T.[.

5. Bznom nub0 KONMMpoOBaHWE aKKayHTa IOJIb30BATENsl B MECCEHIDKEepax
Barcar, BauOep, TellerpamMM, COLMAIbHBIX CETed BKOHTAaKTe W JajbHenIee
HAIpaBJIEHUE CTE€HEPUPOBAHHBIX MCKYCCTBEHHBIM MHTEUIEKTOM (HEHPOCETHIO)
rOJIOCOBBIX COOOIIEHH OT UMEHHU MOTEPIEBIIEr0, KOTOPOE MOTHOCTHIO KOMUPYET
€ro ToJIOC, MCIOJb3Yysl MPH 3TOM paHEee OTIPABIIEHHBIE COOOIICHHS BIaJelblia
akkayHTa. Jlajee mo TUNHMYHOW cXeMeé — IMpocb0a OJOJKUTH B3alMbl, (HOTO
OaHKOBCKOW KapThl JJIs IEPEBOAA ICHEXKHBIX CPEACTB.

B nmaHHOW cuTyanuu BaXHO YOEIHUTHCS, UYTO OOIIEHHWE IPOMCXOIUT
CO 3HAKOMBIM MYTEM 3BOHKa MO MOOWIBHOU cetu. Cnenas 310, Bbl ob6e3onacute
ce0st U mpelynpeauTe 3HaKOMOTO O TOM, YTO OT €r0 UMEHH JE€HCTBYIOT MOLIICHHUKH.

Jlis Toro, 4To0bl HE MOTEPSITh KOHTPOJb HaJ BammMm akkayHTOM HUKOTIa
HE MEPEXOAUTE II0 HE3HAKOMBIM CCBUIKAM, HE CKAa4yMBAaWTE NPOTrpaMMBbl
U3  HENOATBEPXKACHHBIX  HMCTOYHHMKOB,  HCHOJIB3YyHTE  ABYX(PAKTOPHYIO
ayTeHTH(pUKalKio Bammx akkayHTOB.

bynpre MakcMManbHO BHMMATEIBHBI, ITOCKOJBKY CIEAYIOIIMM JTalloM
UCIIOJIb30BAaHUSI HCKYCCTBEHHOIO HMHTEJUIEKTAa MOXKET SIBUTbCA TeHepanus
BUJIEOM300paKEHUN U PACChUJIKa BHUJIEO COOOIIEHH OT UMEHU POJHBIX, KOJUIET,
3HAKOMBIX U T.J.

6. XulleHue AeHEKHBIX CPEJICTB Yepe3 cucremy ObicTphix matexeit (CBI).

Hanpumep, mokymartenb Ha caldTe OCTaBIs€T 3asBKYy Ha NPHOOpETEeHHE
TOBapa, €My IOCTYIAeT 3BOHOK SIKOObI OT COTpPYJHMKa MarasuHa, Mpeajaraercs
CKHJKa Ha TOBAp, HO TOJBKO Mpu ycnosun orutatsel uepe3 ChII unu QR-kox. [lanee
3JIOYMBIIUICHHUK IPUCBUIAET B MECCEHIKEP CCBUIKY, BEAYIIYI0 Ha CTpPaHULly C
dopmoii omnatel mo QR-koxy. Ilokynarens moATBep)KAAET MIATEX U JCHEKHbIE
CPEACTBA MOCTYIAIOT HA CYET MOILICHHUKA.

BaxxHo B Takol CHUTyalluud CBS3aThCS CO CIIY»KOOM MOAJEP>KKH OHJIaNH-
Mara3uHa, 4yepe3 o(puIMaIbHbIIA CAaUT WK NpuiioxkeHue. He coxpaHsaTe AJid oniarsl
B JIMYHBIX KaOWHeTax 0aHKOBCKHE KapThl, IPH BO3MOKHOCTH 3aBEUTE OTACIbHYIO
KapTy U1 OIUIAThl NOKYITOK OHJIAMH.

7. 3apaboTok Ha Oupxe, 3aMaHUBAHUE MPUOBUTLHBIMU MHBECTUITSMH.

IIpectynHukamMu B cetd MHTEpHET co3gaeTcsi MakCMMasbHas BUAMMOCTb,
9TO OOIIEHME MPOUCXOJUT C MPEACTABUTEISIMH KPYIHBIX HHBECTULIMOHHBIX
IUIOIIAJIOK, UX CAMThl UMEIOT BUJUMOE CXOJCTBO ¢ OAHKOBCKMMH OpraHU3alUsMu
(manpumep, ['aznpomunBectuumu, PBK-unBectunuu, T-baHkuHBeCTULIMK U T.1.),
Ha3Ha4yaeTcs JIMYHBIA OpoKep, OOIIEHUE ¢ KOTOPBIM MOXKET OCYIIECTBISTHCS Jaxe
IOCPEACTBOM BUJCO3BOHKOB. [lo MX pyKOBOACTBOM CO3/1a€TCs JIMYHBIA KaOUHET
Ha TOProBOM IUIOIIAJKE, B KOTOPOM OTOOPaXAarOTCS BCE BHECEHHBIEC JICHEKHbBIE
CpeacTBa, v MpuObUIb. OAHAKO WX JaJbHEHIINN BEIBOJI HEBO3MOKEH.

8. Cxema «Bam poacteennuk nomnai B I TID».
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Haunbonee noasepKeHbl JAHHOMY BHY NMPECTYIUIEHUN MOKUJIbIE TPaXKIAHE.
37M0yMBIIUIEHHUK TPEACTaBIsAETCS MO0 POJICTBEHHUKOM IOTEpIEBLIET0, 100
IOpEACTaBUTENIEM  IPAaBOOXpPAaHUTENbHOrO  opraHa. B xome  pasroBopa
C TMOTEepHEeBUIMM  COOOIIAeT, YTO /s OCBOOOXAEHHA OT  YrOJOBHOM
OTBETCTBEHHOCTH M HaKa3aHUs B BUJE JIUIIEHUS CBOOOJABI CPOYHO HEOOXOIUMO
nepenarb JAEHEeXHble cpeAcTBa. Jlamee mnorepneBmui, Oynydd BBEIEHHBIM
B 3a0JIy’K/I€HUH M HAXOJAsSCh B CTPECCOBOM CHUTyallMM, JEHCTBYET MO yKa3aHUSM
MOIIIEHHHKA, JIEHEXKHBbIE CPEACTBA MEPEBOAUT JUOO Ha yKa3aHHBbIE cyeTa, JHOO
NEPENAET KKYpPbEPAM.

Crout emie pa3 oOpaTuTh BHUMAHHUE, YTO >KEPTBOM KHOEPMOIIEHHHKOB
MO>KET CTaTh KaXKJbIi, BHE 3aBUCUMOCTH OT BO3pacTa, 00pa30BaHUsI, COI[UAIBHOTO
MOJIOKEHUS U MpouuX (pakTopoB. [IpuyrHa B TOM, YTO MOIIEHHUKH BO3/AEUCTBYIOT
Ha OMOLHMM YEJIOBEKAa, a COBPEMEHHbIE TEXHOJOTHH TO3BOJSIOT C/eaTh
UCIOJIb3yEeMbI€ TPUEMBI MAKCUMAJIBHO MPABI0NOI00HBIMH.

OpHako MPOTHUBOCTOSITH UM MOXHO, JUISL 3TOTO CIELYET MPHUAECPKUBATHCS
psiza IpOCThIX MPaBUIL:

1. HukoMy u HuKOrza He COOOLIaliTe CBOM NACHOPTHBIE JaHHbBIE
U (UHAHCOBBIE CBEICHMS: JaHHBIE KapThl W €€ BIAJENbla, TPEX3HAUYHBIA KOJ
Cc 00paTHOM CTOPOHBI KapThl WK cMc-KoA. COTpyAHUKH OaHKOB U TOCCTPYKTYpP
HUKOIJa HE 3alpalluBaloT TaKyr0 HH()OpMALIHIO.

2. He ny0nukyiiTe KOHQUACHIIMAIbHbBIE TAaHHBIE B COLICETAX U HA KaKUX-I100
calTax.

3. He xpanute nqanHble KapT U MUH-KOJbI HA KOMIIBIOTEPE WM B cCMapT(hOHE.

4. Ecim ¢ HEW3BECTHOTO HOMEpa 3BOHHT COTPYJAHHMK OaHKa,
IPaBOOXPAHUTENbHBIX  OPraHOB  MWJIM  TIOCYAApCTBEHHOW  OpraHu3aluu
C COMHHTEIIBHBIM NPENJOKEHHEM (HampuMmep, COOOLIEHUEM O IMONBITKE
oopmileHUs KpenuTa WIM TOJO3pUTEIbHON omepanuu oT Bamlero wnmenwu,
oOelllaHreM BBICOKOTO JI0X0/Ia MO BKIJIAy, IPEAI0KEHUEM NIEPEBECTH CPEICTBa Ha
CHEIUAIBHBIA CYET W T.JA.) WIH MO Tele(OoHy 3amyruBaroT U TPeOyIOT OBICTPBIX
NEeNCTBUM ¢ (prHAHCAMU, [TOJIOXKUTE TPYOKY.

5. Ecam nmopo3peBaete, YTO BaM 3BOHUT MOLLIEHHUK, IEPE3BOHUTE B OAHK WIIH
B KOHTaKT-LIEHTP BEJOMCTBA, COTPYIHUKOM KOTOPOTO MPEACTABISAICS 3BOHSIIUN.

6. He ncnonb3yiiTe CAUIIKOM IPOCThIE APOJIH, @ TAK)KE OJJMHAKOBbIE ITAPOJIU
JUISL pa3HBIX YYETHBIX 3aIHCEH.

7. 3amuIianTe CBOM aKKayHThI ¢ TIOMOIIbIO JBYX3TalHON ayTEeHTH(PUKAIUH
B TEXHHYECKUX CEpBHUCAX, TJE€ 3TO BO3MOXKHO. B TakoMm ciydae MOILIEHHUKHU
HE CMOTYT MOJIYYNUTh K HUM JIOCTYII, JAXK€E €CIIA Y3HAIOT [1apOJib.

8. CoBepiaiiTe MOKyIKA B MHTEPHET-Mara3uHax TOJIbKO Ha MPOBEPEHHBIX
caiitax. CpaBHMBaiTe ajgpeca CalToOB, TaK KaK B aJpecax MOXKET OTJIMYAThCS OJHA
OyKBa WJIM TOYKA.

9. Hukorga He BBOJAUTE JIMYHBIE U ()MHAHCOBBIE TAHHBIE HA COMHUTEIbHBIX
caliTax M HE IEPEeXOJUTE IO CChUIKAM M3 MOJO3PUTENIBHBIX IHCEM, KOTOPBIE
npeajiaratoT, HalpuMep, IPOWTHU OIMPOC, MPOroJIoCOBaTh WM TMOJYYUTh KaKylo-
100 BBIILIATY.
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Ecnu xe cpenctpa yxe nepeBeieHbl MOIIEHHUKAM:

1. Hemennenno 3a0iokupyiiTe KapTy ¢ TOMOIIBIO MOOUIBLHOTO
NPUIIOKEHUS, TMYHOTO KaOMHeTa Ha caiiTe OaHKa MM Yepe3 KOHTAKT-IEHTp OaHKa
o tenedony.

2. B TedeHue CyTOK MOCi€ MOJyYeHHUs] COOOMIECHNS O CIIUCAHUU CPEICTB
HaNMIIWTE 3asBJICHUE B OTJCICHNN OaHKa O HECOTJacHH C OIepalnueld U BO3BpaTe
JIEHEKHBIX CPEACTB. Takke 00paTUTECh C 3asIBICHUEM O XUIIEHUH JEHET B JIF000E
OTJICTICHHUE TTOJIUITUH.

CoBpeMEHHBI# MHUP W TEXHOJIOTHH HE TOJIbKO JapAT HaM OCCKOHEYHBIN
J0CTYN K MH(POPMAIUK, HO M JKIYT OT HaC YMEHHSI UMHU TOJIb30BaThcs. Pazpurue
KPUTUYECKOTO MBIIIUICHHSI, COOJIOJEHNE MPOCTHIX MpaBUi WHOOPMAITMOHHON
TUTHEHBI, OIUTETLHOCTH M 3200Ta 00 OKPYIKAIOIIUX MOMOTYT U30€KaTh IPOOJIEM U
HE CTaTh )KEPTBON KHOESPMOIIICHHUKOB.

MeToauueckiue peKOMEHAANUK MOATOTOBJICHBI YIPAaBICHUEM IO HAa30py
3a  YroJIOBHO-TIPOIIECCYaTbHOW ©  ONMEPATHBHO-PA3bICKHOW  JIEATEIHHOCTHIO
IPOKYpaTypbl 00JaCTH.



